OCR AAQ Cyber Security and Networks (Extended Certificate)

Exam Board: OCR
Guided Learning Hours: 360

Qualification size: Equivalent to one A-Level

Overview

The AAQ in Cyber Security and Networks prepares students for the rapidly growing fields of
digital security, networking, and incident response. The course develops analytical thinking,
technical problem-solving, and practical investigation skills through a combination of external
examinations and NEA coursework. Students explore threats, vulnerabilities, network
structures, cyberattack prevention, and forensic techniques used by real-world security
professionals.

By the end of the programme, learners will understand how organisations protect their
systems, investigate breaches, and secure their networks against emerging cyber threats.

What you will study
First year

e F193 — Fundamentals of Cyber Security — EXAM
e F196 — Digital Forensic Investigation — Coursework (NEA)

e F195 — Preventing Cyberattacks — Coursework (NEA)

Second year

o F194 — Fundamentals of Networks — EXAM

e F197 — Penetration Testing and Incident Response — Coursework (NEA)

Skills needed
You must be able to:

e Think analytically and identify patterns in technical information

e Approach unfamiliar cyber problems using structured investigative techniques

e Communicate clearly when documenting findings or presenting security solutions
e Work collaboratively when analysing network activity or planning defences

e Manage time effectively and stay organised during practical investigations

e Be adaptable, resilient, and able to respond to feedback during technical tasks



Progression to higher education

This qualification supports progression into a wide range of cyber and computing degrees or
apprenticeships, including:

e Cyber Security

e Computer Networks

e Ethical Hacking

e Cyber Defence Operations

e Digital Forensics

e Computer Science

e Information Security

e Software Engineering

e Penetration Testing apprenticeships (Level 4+)

e Network Engineer apprenticeships (Level 4+)
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